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FILE *fin = fopen("c_contest_2024.jpg", "rb");
FILE *fout = fopen("c_contest_2024_out.jpg", "wb");
if (fin && fout) {
fseek (fin, 0, SEEK_END);
long nbytes = ftell(fin);
fseek(fin, 0, SEEK_SET);
for (long i = 0; i < nbytes; ++i) {
unsigned char x;
fread(&x, 1, 1, fin);
x = x - keyl[rand() % 64];
fwurite(&x, 1, 1, fout);
}
fclose(fin);
fclose (fout);
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iVar3 = FUN_140001070(local_148, &local_188);
if (ivVar3 != 0) {
do {
ivVar3 =
FUN_140001070 (puVar6 + (longlong) (int)uVarlO * 0x2f,
(int =) ((longlong)pvVar7 + (longlong) (int)uVarl0 * 4));
uVarl0 = uVarl10 + 1;
} while (uVari0 < 0x10);
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if ((puVar6é != (uint *)0x0) && (*(short *) (puVar6 + 0x2e) != 0)) {
FUN_140001b90 (puVar6, (uint *)local_68, 0x40, param_4);

}
1Var12 = 0x10;
do {
if ((puVar6 != (uint *)0x0) && (*(short *) (puVar6 + 0x2e) != 0)) {
FUN_140001b90 (puVar6, (uint *)local_88, 0x20, param_4);
T
10 oo
// xor 0x20 bytes of local_68 and local_88
1) oo
if ((puVar6 != (uint *)0x0) && (*(short *)(puVar6 + 0x2e) != 0)) {
FUN_140001b90 (puVar6, (uint *)local_88, 0x20, param_4);
}
// ...
// xor 0x20 bytes of local_48 and local_88
// ...
1Var12 = 1lVarl2 + -1;
} while (1lVari2 != 0);
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do {
iVar7 = rand();
cVar2 = (char)iVar8;
iVar8 = iVar8 + 1;
*pbVar9 = (char)iVar7 * (cVar2 + ’\x01’ + *(char *)param_2);
pbVar9 = pbVar9 + 1;
} while (iVar8 < 0x28);
FUN_1400020f0(local_58 ,0x28 ,param_1) ;
iVar7 = rand();
_Memory = (undefined8 #*)malloc((longlong) (iVar7 % 0x100 + 9));
if ((_Memory != (undefined8 *)0x0) && (*(short *) (param_1 + 0x2e) != 0)) {
*_Memory = O0;
FUN_140001b90 (param_1, (uint *) _Memory ,8,(uint *) _Memory) ;
}

5 free(_Memory) ;
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for (int i = 0; i < 0x28; ++i) {

int iVar7 = rand();

char x = (char)iVar7 * (i + 1);
pbVar9[i] = x;
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iVar2 = FUN_140001b90 (param_3,(uint *)local_38,0x28,(uint *)local_38);

> if (iVar2 == 0) {



uVar8 = 0;

4 // ...

5 // xor 0x28 bytes of param_1 and local_38

6 //

7 uVar3 = FUN_140001ea0 (param_3,(undefined4 *)local_38);
8 if ((int)uVar3d == 0) {

9 *(ulonglong *) (param_3 + Oxc) = uVar8;

10 param_3[0xe] = (uint)local_18;

11 param_3[0xf] = (uint) ((ulonglong)local_18 >> 0x20);
12 ¥

13}
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1 void init_chacha_ccstyle(chacha20_context *ctx) {

2 chacha20_context init_ctx;

3 uint8_t empty_key[32] = {0};

4 uint8_t empty_nonce[12] = {0};

5 chacha20_init_context (&init_ctx, empty_key, empty_nonce, 0);
6 uint8_t iv[0x28];

7 for (int i = 0; i < 0x28; ++i) {
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8 int iVar7 = myrand();

9 char x = (char)iVar7 * (i + 1);
10 iv[i] = x;

11 b

12 chacha20_xor (&init_ctx, iv, 0x28);

14 uint8_t iv_nonce[12] = {0};

15 memcpy (&iv_nonce [4], &iv[0x20], 8);

16 chacha20_init_context (ctx, &iv[0], iv_nonce, 0);
17 myrand () ;

18 uint8_t dummy_buf [8] = {0};

19 chacha20_xor (ctx, dummy_buf, 8);
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1 void encrypt(unsigned int seed, uint8_t key[64]) {
2 mysrand (seed & O0xfOf0f0£f0) ;

3 chacha20_context dummy_ctx;

\ chacha20_context main_ctx[16];

5 init_chacha_ccstyle (&dummy_ctx) ;

6 for (int i = 0; i < 16; ++i) {

7 init_chacha_ccstyle (&main_ctx[i]);

8 }

9 chacha20_xor (&main_ctx [0], key, 64);

10 for (int i = 0; i < 16; ++i) {



chacha20_xor (&main_ctx[i]l, key, 64);

}
FILE *fin = fopen("c_contest_2024.jpg", "rb");
FILE *fout = fopen("c_contest_2024_out.jpg", "wb");

if (fin && fout) {

fseek(fin, 0, SEEK_END);

long nbytes = ftell(fin);

fseek (fin, 0, SEEK_SET);

for (long i = 0; i < nbytes; ++i) {
unsigned char x;
fread (&x, 1, 1, fin);
x = x - key[myrand () % 64];
fwrite(&x, 1, 1, fout);
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fclose(fin);

fclose(fout);
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unsigned int myseed = O0;

void mysrand(unsigned int seed) {
myseed = seed;

}

5 unsigned int myrand () {

NONN
w N

myseed = myseed * 214013L + 2531011L;
return myseed>>16 & Ox7FFF;

}
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void test_with_seed(unsigned int seed, uint8_t key[64]) {

mysrand (seed) ;

chacha20_context dummy_ctx;

chacha20_context main_ctx[16];

init_chacha_ccstyle (&dummy_ctx) ;

for (int i = 0; i < 16; ++i) {
init_chacha_ccstyle (&main_ctx[i]);

}

chacha20_xor (&main_ctx [0], key, 64);

for (int i = 0; i < 16; ++i) {
chacha20_xor (&main_ctx[i]l, key, 64);

3 }

}
5 bool test_jpg(uint8_t key[64]1) {

if (
(0xff ~ key[myrand() % 64]) == 0x74
&& (0xd8 -~ key[myrand() % 64]) == 0x5c
&& (0xff -~ key[myrand() 7% 64]) == 0xd6
&& (0xe0 ~ key[myrand() % 64]) == 0x69
) {
return true;

}



return false;

void decrypt_with_seed(unsigned int seed) {
uint8_t key[64] = {0};
test_with_seed(seed, key);

FILE *fin = fopen("c_contest_2024_out.jpg", "rb");
FILE *fout = fopen("c_contest_2024.jpg", "wb");

if ('fin || !fout) {
printf("file open failed\n");
return;

}

fseek (fin, O, SEEK_END);

long nbytes = ftell(fin);

fseek (fin, 0, SEEK_SET);

uint8_t enc[nbytes];

fread(enc, nbytes, 1, fin);

uint8_t rand_seql[nbytes];

for (long i = 0; i < nbytes; ++i) {
rand_seql[i] = myrand() % 64;

}

uint8_t dec[nbytes];

for (int i = 0; i < nbytes; ++i) {
dec[i] = enc[i] ~ keyl[rand_seql[il];

}

furite (dec, nbytes, 1, fout);

fclose(fin);

fclose (fout);

53 }

int main() {
for (unsigned int i = 0; i < 1 << 12; ++i) {
unsigned int seed = ((i & Oxf) << 4) | ((i & O0xf0) << 8) | ((i & 0xf00) << 12);
int success = 0;
uint8_t key[64] = {0};
test_with_seed(seed, key);
if (test_jpg(key)) {
printf ("seed: 7%08X\n", seed);
decrypt_with_seed (seed) ;
exit (0);
}
}
return O;

}
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